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TransUnion:

Fraud Insights

H2 2025 Update:
Top Fraud Trends

Digital identity risk accelerated

fraud losses in the last year, according
to a TransUnion® survey of more

than a thousand business leaders.

The first half of the year (H1) is Jan. 1 to June 30
and the second half (H2) is July 1 to Dec. 31

Rate of Suspected
Digital Fraud Attempts
in H1 2025

GLOBALLY

3.8%

Source: TransUnion global intelligence network

Digital Fraud Risk
in the Consumer
Lifecycle

GLOBAL

Account creation

8.3%

Steps in the consumer lifecycle
that had the highest percentage of
suspected digital fraud in select
countries and regions in H1 2025.*

@ Account creation
(e.g., account signup, registration
and loan origination)

® Account login
(e.g.. login and failed
login events)

Financial transactions
(e.g., purchases, payments,
withdrawals and deposits)

BOTSWANA

Account creation

2.6%

COSTARICA

Account creation

10.6%

NICARAGUA

Account creation

6.3%

SPAIN

Account creation

BRAZIL

Financial transactions

3.4

DOMINICAN
REPUBLIC

Account creation

14.2<

INDIA

Account creation

3.1%

UK

Account creation

KENYA

Account creation

4.4,

PUERTO RICO

Financial transactions

5.0%

us

Account creation

GUATEMALA

Account creation

6.7%

COLOMBIA

Account creation

6.6%

HONDURAS

Account creation

7.1

MEXICO NAMIBIA

Account creation

5.9%

Account creation

2.8%

RWANDA

Account creation

8.6%

ZAMBIA

Account creation

6.8%

4.9, 4.2% 11.5%

*The rate shown is the percentage of each attempted transaction type suspected to be digital fraud
Source: TransUnion global intelligence network

@ Suspected digital fraud
attempt rate H1 2025

Global Suspected
Digital Fraud Attempts
by Industry

Top digital fraud type H1 2025

® Percent change in
suspected digital fraud
volume for industry
H12024-H1 2025

Communities
(online dating, forums, etc.)

Video gaming Gaming

(online sports betting, poker, etc.)

H1 2025 H1 2025 H1 2025

13.5% 8.3% 6.8%

Top digital fraud type: Top digital fraud type: Top digital fraud type:
Scammer/solicitation Profile misrepresentation Promotion abuse

H12024-H1 2025 H12024-H1 2025

+3% -33%

H1 2024-H1 2025

+244,

Telecommunications Financial services Retail
H1 2025 H1 2025 H1 2025
4.4 3.5 2.6

° / o ° /O ° / o
Top digital fra.u'd t){pe: Top digital fraud type: Top digital fraud type:
Scammer/solicitation Account takeover Credit card fraud

H12024-H1 2025

+74,

H12024-H1 2025

-20%

H1 2024-H1 2025

-64<,

Government Logistics Insurance

H1 2025 H1 2025 H1 2025

2 ° 3 / (o) ) / (o] ° / (o]

Top digital fraud type: Top digital fraud type: Top digital fraud type:
Credit card fraud Shipping fraud 1st party application fraud

H12024-H1 2025

+52%

H1 2024-H1 2025

-42,

H12024-H1 2025

-47%

Travel & leisure

H1 2025

0.2+

Top digital fraud type:
Credit card fraud

H12024-H1 2025

-56%

Source: TransUnion global intelligence network

Consumers
Targeted With Fraud

Percentage of consumers who said
fraudsters targeted them with email,
online, phone call or text messaging
fraud attempts from February to May
2025, and the most frequent scheme
by which they reported being attacked.’

26% )

@ Targeted and fell victim

® Targeted but didn’t fall victim
Not targeted
Most reported fraud scheme

ZAMBIA KENYA BOTSWANA NAMIBIA PHILIPPINES
Money/gift card Vishing Money/qgift card Money/gift card Phishing
42,
47 % 499
53%
SOUTH AFRICA RWANDA INDIA UNITED STATES (1g) UNITED KINGDOM
Money/gift card Money/gift card Money/gift card Phishing Phishing
Smishing
544 60% 61%
622 65%

CANADA (1) CHILE COLOMBIA (1p) HONG KONG GUATEMALA 1e)
Phishing Vishing Smishing Vishing Money/gift card
Vishing Vishing Third-party seller scams

on legitimate sites
69% )
72% 730

DOMINICAN SPAIN BRAZIL

REPUBLIC (1) Smishing Vishing
Money/gift card

Third-party seller scams
on legitimate sites

Source: TransUnion consumer survey

Total Cost of Fraud

GLOBAL

1.7%

Business leaders stated percent P ——

of equivalent revenue their
companies lost to fraud from

May 2024 to June 2025 and the
corresponding monetary amount.’®

9Q.8%

UsSD$114B

7.2%

CAD$111B 7 10/
2l 6.0~
HK$92B ° (o]
P4T
CANADA HONG KONG INDIA PHILIPPINES UK us

*USD conversion based on currency exchange value on July 16, 2025
Source: TransUnion business survey

Learn how businesses can protect
themselves and their customers.

Go to or download
our latest

line sury
1), the Philippin



https://www.transunion.co.uk/solution/truvalidate
https://www.transunion.co.uk/lp/global-fraud-trends

